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To
As per List attached.

Subject: Implementation of Security Audit to Web Servers of the Directorate - reg.
Sir,

This is to inform that the Directorate General of Shipping intends to carry out Security Audit of its
data centre as per the norms prescribed by Indian Computer Emergency Response Team {CERT-IN}, Govt of
India. The data center df the DGS is presently hosted in C-DAC, NOIDA, with DGs having a facility for remote
access to the same, from its office in Mumbai. The detailed Technical Specifications énd Operating System of
the servers is enclosed as Annexure-I.

In view of the above, the interested parties may please submit their quotations in a sealed envelope,
addressed to Lt Cdr Ranjan Biswas, Assistant Director General of Shipping, Directorate General of Shipping,
9" floor, Beta Building, i-Think Techno Campus Near railway station, Kanjur Marg [East], Mumbai -42. The
last date for submission of tender is 14 th August {5.00 PM). The opening of the tender bid will be carried out
on 19" August, 2014 at 1500 hrs in the conference room of this Office. The proof of validity of the

empanelment by CERT-IN should also be submitted along with the tender.

Yours faithfully,

[ [ —

{Dr. Amol Kirtane}
Dy. Director General of Shipping

Encl: as above



ANNEXURE-I

The data centre comprises of 06 dedicated servers {on Virtual Environment to
support RHEL 3.0/ 4.0 and Qracle 10g) as under-

1. Two servers for hosting database.
2. Two Servers for hosting the e- Governance Applications of the DGS.
3. One Backup Server.

4, One Report Server,

Application Server  Oracle 10g AS
Database Server Oracle 11i

Technology used to Develop
External Application : J2EE Struts 1.0, EJB 2.0, Ajax, Jasper Reports
Internal Application : Qracle Form 10g

e- Governance modules which are presently running:
1 File Tracking & Documentation

2 Meeting

3 Inward Qutward

4, SMO-Other Activities

5. PRISM -CDC

6 Ship Licensing & Chartering

7..  Training

8 Ship Registration & Mortgage

9, Recruitment & Placement Services
10. MTO

11. Piracy
12. Hindi
13. INDOS
14. Examination

Operating System Specifications of e-Samudra Project:

IP 0s Host
10.226.2.109 RHEL 3.5 dgsl
10.226.2.110 RHEL 3.5 | dgs2
10.226.1,112 RHEL 4.0 dgsapp03
10.226.2.113 RHEL5.8 dgsdb01
10.226.2.114 RHEL 5.8 dgsdr

10.226.2.111 Windows Server 2003 32bit dgsreports



